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A. GIOI THIEU
1. Muc dich
- Tai liéu hd trg ngudi st dung DVSDNS thyc hién cai dat cac phan mém ky s6 khi
su dung H¢ théng Dich vu cong truc myén (DVCTT) — Kho bac nha nudc theo ndi
dung tha 2, Muc 3 cia Cong vin sd 6063/KBNN-CNTT ngay 05/12/2018 cua
KBNN vé viéc nang cip hé théng DVCTT KBNN.

2. Déi twong sir dung tai li€u

- Tai li¢u danh cho cac can bo cia DVSDNS trude do chua tham gia sit dung DVC
TT nhung mubn ding ky tham gia st dung DVCTT.

3. Mai trwong sir dung
- Heé diéu hanh Window XP; 7, 8, 10 cho phién ban 32bit hodc 64bit
- Trinh duyét:
o IE: Tt phién ban 8 tr¢ 1€n
o Firefox: Tt phién ban 23 tr¢ 1€n

4. Giai thich thuit ngir va viét tit

Tir viét Pinh nghia Ghi chu
tat

DVCTT Dich vu cong tryc tuyén

HPH Hé diéu hanh may tinh

QHNS Quan h¢ ngan sach

Pon vi viét tit cia cum tur
DVQHNS | Bon vi Quan hé ngan sach va Chu daute | “Pon vi Quan h¢ ngan sach

va Chu dau tu”
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Tai li¢u Huong dan cai dat

CKS Chit ky s6
CTS Chtng thu s6
NSD Nguoi st dung

5. Thiét 1ap quyén cai dit
- NSD can st dung quyén admin dé cai dit img dung.

- Trudng hop may tram NSD thiét 1ap dang nhap bang tai khoan Domain. NSD thuc
hién nhu sau:

+ Buwéce 1: NSD can dang nhap vai tai khoadn admin vao hé diéu hanh dé cai dat.

+ Buwéc 2: Sau khi cai dit xong tmg dung v6i quyén admin, NSD thyc hién khoi
dong lai may tinh.

+ Buwée 3: Sau khi may tinh khéi dong lai xong, NSD dang nhap vai tai khoan
domain dang dung va bit dau sir dung tmg dung chit ky sd.



B. CAC BUOGC CAI PAT

1. Truwong hop PVSDNS sir dung bd cai tich hop chirng thw sé6 do BCYCP cip

- Bwéc 1: NSD thyc hién giai nén bo cai (sit dung phan mém winrar)

Mame

IE__] DVC_Hueng dan cai dat may tram_BYSDNS da tham gia DVCTT_v3 O.doc
@J DVC_Hueng dan cai dat may tram_DVSDNS dang ky moi tham gia DVCTT_v3 O.doc
@] DVC_Hueng dan cai dat may tram_DVSDNS dang ky moi tham gia DVCTT_v3 0-THOC.doc

€) DVCDVQHNS.exe

Date modified

4/11/2019 1:45 PM
12/12/2018 3:29 PM
12/12/2018 3:37 PM
4/11/2019 1:45 PM
5/21/2018 10:23 AM

Type

Microsoft Word 9...
Microsoft Word 9...
Microsoft Word 9...

Microsoft Word 9...

Application

Size
1KB
1,484 KB
1,775 KB
1,774 KB
143,380 KB

|§ KBMMN_CTS_BCYCP_32bit.ra
& KBNN_CTS_BCYCP_64bit.ra
@ KBMNMN_CT5_CongCong.rar

& e i i i

b

Open

Extract files...

Extract Here

Extract to KBNN_CTS_BCYCP_32bith

Eraser

Scan for vinuses

Muove to Quaranting

Open with

Restore previous versions
Send to

Cut
Copy

Create shorbcut
Delete

Rename

Properties

12/17/2018 10:10 ...

WinRAR archive

27,570 KB

2AT2ME 100 AM

12/17/2018 10:11 ...
12/17/2018 10:09 ...

WinRAR archive

WinRAR archive

38,380 KB
5915 KB

M
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Tai liéu Huéng dan cai dat
- Bu6e 2: Bim chay tép tin cai dat KBNN_CTS_BCYCP_32bit.exe

- Néu 1a H¢ diéu hanh Windows 32 bit chon 32 bit néu HPH Windows 64 thi chon 64 bit) dé biét may
dang chay HDH Windows nao thi nhéin t6é hop “Win + Pause/Break” trén ban phim




Buéc 3: NSD chon dudng din thu muc dé cai dat phan mém, NSD bam Next

ﬁ! Setup - KbnnSignature version 1.0

Select Destination Location
Where should KbnnSignature be installed?

-

Setup will install KbnnSignature into the following folder.

At least 21.3 MB of free disk space is required.

To continue, dick Mext. If you would like to select a different folder, dick Browse.

Browse...

Budrc 4: NSD chon tén thu muc can cai dat, vi du: KbnnSignature. NSD bam nut Next

Nang cap Dich vu cong tryc tuyén Kho bac Nha nudc
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Tai liéu Huéng dan cai dat

ﬁ! Setup - KbnnSignature version 1.0

Select Start Menu Folder
Where should Setup place the program's shortouts?

[«
\:I Setup will create the program's shortouts in the following Start Menu folder,
i

To continue, dick Mext. If you would like to select a different folder, didk Browse.,

bnnSignature

Browse,..

< Back

Bude 5: NSD bam nt Install dé bit dau cai dit.



ﬁ%‘ Setup - KbnnSignature version 1.0 b —

Ready to Install
Setup is now ready to begin installing KbnnSignature on your computer,

Click Install to continue with the installation, or dick Back if you want to review or
change any settings.

Destination location:
C:\Program Files (x36) \WbnnSignature

Start Menu folder:
KbnnSignature

< Back Install Cancel

- Bwéc 6: Chuong trinh yéu cau NSD cai dit thu vién chimg thu s6 cia BCYCP. NSD bam Install
Certificate....
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Tai liéu Huéng dan cai dat

n | Certificate >

General Details  Certification Path

E ﬁ Certificate Information

This certificate is intended for the following purpose(s):

» All issuance policies
» All application polides

Issued to:  Co guan chung thuc so chuyen dung Chinh phu
(RootCA)

Issued by: Co quan chung thuc so chuyen dung Chinh phu
{RootCA)

Valid from 3/10/2010 to 3/5/2030

Install Certificate... | | Issuer Statement

- Buwéc 7: Chon Current user va bAm nit Next



=% Certificate lmport Wizard

Welcome to the Certificate Import Wizard

This wizard helps you copy certificates, certificate trust lists, and certificate revocation
lists from your disk to a certificate store.

A certificate, which is issued by a certification authority, is a confirmation of your identity
and contains information used to protect data or to establish secure network
connections, A certificate store is the system area where certificates are kept.

Store Location

@ Current User

() Local Machine L}

To continue, dick Mext,

- Budc 8: Chon Automatically select the certificate store based on the type of certificate va bam nit
Next
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Tai liéu Huéng dan cai dat

>

& = Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are l&ut.

Windows can automatically select a certificate store, or you can spedfy a location for
the certificate,

(®) automatically select the certificate store based on the type of certificate
(") Place all certificates in the following store

Certificate store:

Browse...

' Concel

- Bwdéc 9: BAm nut Finish



€ ¢ Certificate Import Wizard

Completing the Certificate Import Wizard

The certificate wil be imparted after you dick Finish,

You have spedfied the following settings:
(8= ) o= (=R v = Swi=a)| Automatically determined by the wizard
Content Certificate

Firish Cancel

- Bwéc 10: Chuong trinh hién thi thong bao cai dit thanh cong. NSD bam nit OK
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Tai liéu Huéng dan cai dat

Certificate Import Wizard >

o The import was successful,

- Bude 11: NSD bam niit OK dé tiép tuc tién trinh cai dat

X

r | Certificate

General Details Certification Path Ib

g Certificate Information

This certificate is intended for the following purpose(s):

= All issuance policies
= All application polices

Issued to: Co guan chung thuc so chuyen dung Chinh phu
(RootCA)

Issued by: Co quan chung thuc so chuyen dung Chinh phu
(RootCA)

valid from 3/10/2010 to 3/5/2030

Install Certificate. .. Issuer Statement

S

- Bwéc 12: Chuong trinh yéu cau NSD cai dit bo cai dit chimg thu sb cia BCYCP. NSD bim nit Next



15 VGCA Client 8.3 Setup - X

Welcome to the VGCA Client 8.3

SafeNet Installation Wizard

Authentication

C | ie nt The Setup wizard will install WG CA Client 8.3 on pour
computer.

[t iz gtrongly recommended that vou cloze all Windows
programs before running the Setup wizard,

l ¥ . i
3 g'l b ) Click Mest o continue.

- Budc 13: NSD lya chon ngdn ngir va bAm Next
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Tai liéu Huéng dan cai dat

15 VGCA Client 8.3 Setup - X

Interface Language By
Select the interface language. SﬂfE NEt

Select the WGECA Clent 8.3 interface language:

English e

< Back Cancel

o Luwu y: Néu NSD chon sai bd cai dit theo phién ban HPH, chuong trinh sé& hién thi thong bao

‘ﬂ Installer Information pod

T hiz installation package is not supported by thiz processor tupe.
Contact pour product vendor.
2=




- Buwdc 14: NSD lya chon I accept the lience agreement va bam nut Next

17 VGCA Client 8.3 Setup -

License Agreement By
Pleaze read the following license agreement carefully, SﬂfENEt

SAFEMET SOFTWARE LICEMNSE TERMS [
safeMet Authentication Client

Legal notice:

SafeMet software is not sold; rather, copies of SafeNet software are

licensed all the way through the distribution channel to the end user.
UMLESS YOU HAVE ANOTHER AGREEMENT DIRECTLY WITH SAFEMNET THAT
CONTROLS AND ALTERS YOUR USE OR DISTRIBUTIOM OF THE SAFENET
SOFTWARE, THE TERMS AND COMDITIONS OF THE APPLICABLE LICEMSE
AGREEMENTS BELOW APPLY TO YOU. Please read the agreements o

(@) accept the licenze agreement
(| do naot accept the license agreement

¢ Back Cancel

- Buwéc 15: NSD lya chon Standard va bAm nat Next

Nang cap Dich vu cong tryc tuyén Kho bac Nha nudc Trang 16/ 55



Tai liéu Huéng dan cai dat

15 VGCA Client 8.3 Setup - X

Installation Type

)
Select the installation tupe. % @ﬂfﬁ NEt.

@ Standard

&

O BSec-compatible

et

Standard inztallation
[nzludes new implermentation and wszer interface for all eToken and
it.ey tokens.,

ROEE

Legacy BSec-compatible installation

[nzludes new implementation and wzer interface for all eToken and
it.ey tokens, Also supports legacy iKey implementation and uzer
interface.

RIEEE

< Back Cancel

- Buéc 16: Chon duodng dan luu bd cai dit va bam nut Next



15 VGCA Client 8.3 Setup - X

Destination Folder iy
Select a falder in which the application will be installed. (%ﬂfENEt.

Setup will ingtall the files for WECA Client 8.3 in the fallowing folder.

Toinztall in a different folder, click Browse, and select another folder.

Destination Folder
C:%Program FileshWGCANAUthentication Browse

< Back Cancel

- Bwéc 17: Doi trong gidy 1at dé bo cai tién hanh cai dat
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Tai liéu Huéng dan cai dat

15 VGCA Client 8.3 Setup -
Updating System ‘
Pleaze wait while WE0A Client 8.3 iz being installed. @ifENEt

Estracting directories...

DIRECTORY _1.9C34ERCT 9351_47A2_9CH4 5D13AA427CEE

Cancel

- Bwéc 18: Bam nut Finish dé hoan thanh cai dit chimg thu sé cia BCYCP



15 VGCA Client 8.3 Setup - X

VGCA Client 8.3 has been
SafeNet successfully installed.
Authentication

Client

Click Finizh o exit Setup.

- Budée 19: Néu hé théng yéu cau khoi dong lai may, NSD chon No

ﬁ Installer Information

ou mugt restart pour system for the configuration changes made
to WGEOA Client 8.3 to take effect. Click Y'es to restart now or Mo if
yaou plan ta restart manually later.
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Tai liéu Huéng dan cai dat

- Bwéc 20: NSD doi trong gidy lat hé thong s& théng bao yéu cau cai dat thu vién Visual C++

#. Microsoft Visual C++ 2010 %86 Redistributable Setup = X
Welcome to Microsoft Visual C++ 2010 x86 Redistributable Setup
Please, accept the license terms to continue. w

A
MICROSOFT SOFTWARE LICENSE TERMS

MICROSOFT VISUAL C++ 2010 RUNTIME LIBRARIES w
[J1 have read and accept the license terms. & |d

‘fes, send information about my setup experiences to Microsoft Corporation,

For more information, read the Data Collection Policy.

Install Cancel

- Buwdec 21: NSD lya chon “I have read and accept the license terms” va bam nut Install. NSD doi trong
gidy 14t dé phan mém cai dit thu vién.

o Luuy:
e Néu may tinh ctia NSD c6 phién ban Visual C++ cao hon, phan mém hién thi thong bao Setup
Failed, NSD tiép tuc bam niit Close.



#. Microsoft Visual C++ 2010 x86 Redistributable Setup *

%% Setup has detected that this computer does not meet the requirements to install this
'-.\ /.-' software. The following blocking issues must be resolved before you can install Microsaoft
= Visual C++ 2010 x&86 Redistributable Setup software package.

IPlease resolve the following:

A newer version of Microsoft Visual C++ 2010 Redistributable has been detected on the machine.

Please, see the Microsoft Visual Studio website for more information.

= ™ Continue Close

Hoac b0 thu vién C++ da duogc cai tai may tram, NSD lya chon Repair Microsoft Visual C++ 2010 x86

Redistributable to its original state va bam Next dé cai lai
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Tai liéu Huéng dan cai dat

#. Microsoft Visual C++ 2010 x86 Redistributable Maintenance — b4
Microsoft Visual C++ 2010 x86 Redistributable Maintenance
You can repair your installation or remove it from this computer, m

Flease, select one of the following options:
(®) Reepair Microsoft Visual C++ 2010 %86 Redistributable to its original state.

() Remove Microsoft Visual C++ 2010 %86 Redistributable from this computer,

[]ves, send information about my setup experiences to Microsoft Carparation.

For more information, read the Data Collection Policy.

- Buwéc 22: Phin mém thong bdo cai dat thu vién C++ thanh cong, NSD bam nut Finish dé hoan thanh cai
dat



#. Microsoft Visual C++ 2010 xB6 Redistributable Setup — *

Installation Is Complete

Mi(mw Microsoft Visual C++ 2010 %86 Redistributable has been

Visual Studio installed.

You can check for more recent versions of this package on
the Micr tudici website,

- Buée 23: Chuong trinh hién thi thong bao cai dat ing dung thanh cong, NSD bam nut Finish dé hoan
thanh cai dat
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Tai liéu Hudng dan cai dat

Completing the KbnnSignature
Setup Wizard

Setup has finished installing KbnnSignature on your computer,
The application may be launched by selecting the installed
shortcuts.

Click Finish to exit Setup.

- Buwéce 24: NSD thyc hién khéi dong may tinh sau khi cai dat

Budérc 25: Dé kiém tra phan mém di chay chua, NSD sé& thay biéu twong logo KBNN i trén thanh

taskbar cia HDH

2 o B o 1 3 547 AM
. B = - 1 e = ry =
SRu@BiksONCENam g N 0 BR

= Néu NSD dang ding nhap bang tai khoan tham gia domain thi kiém tra quy trinh tai budc 1.c



2. Truong hop PVSDNS sir dung b cai khong tich hop ching thw sé6 do BCYCP cip (PVQHNS sir dung

chirng thu s6 cong cong)

- Bude 1: NSD giai nén bo cai (s dung phan mém winrar).

MName Date modified Type Size
1 ~8C_Huong dan cai dat may trar_DVSDNS dang ky moi tham gia DVCTT_v3 0-THOC.doc  4/11/2019 1:45 PM Microsoft Word 9... 1KB
B pVC_Huong dan cai dat may tram_BYSDNS da tham gia DVCTT_v3 0.doc 12/12/2018 3:29 PM  Microsoft Word 9... 1,484 KB
B pVC_Huong dan cai dat may tram_DVSDNS dang ky moi tham gia DVCTT_v3 0.doc 12/12/2018 3:37 PM Microsoft Word 9... 1775 KB
B pVC_Huong dan cai dat may tram_DVSDMS dang ky moi tham gia DVCTT_v3 0-THOC.doc  4/11/2019 1:52 PM Microsoft Word 9., 2,650 KB
@ DVCDVQHNS.exe 5/21/2018 10:23 AM  Application 143,380 KB
@ KBNN_CTS_BCYCP_32bit.rar 12/17/2018 10:10 ... WinRAR archive 27,570 KB
g KBNN_CTS_BCYCP_64bit.rar 12/17/201810:11 .. WinRAR archive 38,389 KB
|§ KBNN_CTS_CongCann rar 12/17/2018 10:09 ...  WinRAR archive 5,915 KB
] Open

g Extract files...

B EractHere

g Estract to KBNH_CTS_CongCong'

& Eraser 3

Wa  Scan for vinzes

¥ Move to Quarantine

Open with >

Restare previous versions
Send to 4

Cut
Copy

Create sharbcut

Delete
17/2018 10:09 AM Al
"MB Properties

2019 4:15 PM

- Buéc 2: Bim chay tép tin cai dat .exe
+ B0 cai dat CTS cong cong nay danh cho ca HDH Windows 32 & 64 bit

Nang cap Dich vu cong tryc tuyén Kho bac Nha nudc Trang 26 / 55



Buéc 3: NSD chon dudng dan thu muc dé cai dat phﬁn mém, NSD bam Next

Tai liéu Huéng dan cai dat

ﬁ! Setup - KbnnSignature version 1.0

Select Destination Location
Where should KbnnSignature be installed?

-

Setup will install KbnnSignature into the following folder.

Atleast 21.3 MB of free disk space is required.

To continue, dick Mext. If you would like to select a different folder, dick Browse.,

Browse...

Budrc 4: NSD chon tén thu muc can cai dat, vi du: KbnnSignature. NSD bam nut Next



ﬁ%‘ Setup - KbnnSignature version 1.0 b —

Select Start Menu Folder
Where should Setup place the program's shortouts?

\"_—I Setup will create the program's shortouts in the following Start Menu folder,
i

To continue, dick Mext. If you would like to select a different folder, didk Browse.,

bnnSignature Browse,..

- Buédc 5: NSD bam nut Install dé bat dau cai dat.
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Tai liéu Huéng dan cai dat

ﬁ%‘ Setup - KbnnSignature version 1.0

Ready to Install

change any settings.

Setup is now ready to begin installing KbnnSignature on your computer,

Click Install to continue with the installation, or dick Back if you want to review or

Destination location:
C:\Program Files (x36) \WbnnSignature

Start Menu folder:
KbnnSignature

< Back Install

Cancel

Buéc 6: NSD doi trong gidy lat hé thong s& thong bao yéu cau cai dit thu vién Visual C++



#. Microsoft Visual C++ 2010 86 Redistributable Setup — >

Welcome to Microsoft Visual C++ 2010 x86 Redistributable Setup
Please, accept the license terms to continue, w

MICROSOFT SOFTWARE LICENSE TERMS -
MICROSOFT VISUAL C++ 2010 RUNTIME LIBRARIES W
[]1 have read and accept the license terms, 3| |

‘fes, send information about my setup experiences to Microsoft Corporation,

For more information, read the Data Collection Policy.

Install Cancel

Budc 7: NSD lya chon “I have read and accept the license terms” va bam nut Install. NSD doi trong
gidy lat dé phan mém cai dat thu vién.

o Luuy:
e Néu may tinh NSD d3 c6 thu vién Visual C++ thi c6 thé bo qua budc ndy). Phin mém sé& thong

bao cai dat thanh cong.

Nang cap Dich vu cong tryc tuyén Kho bac Nha nudc Trang 30/ 55



Tai liéu Huéng dan cai dat

e Néu may tinh ctia NSD c¢6 phién ban Visual C++ cao hon r6i thi phadn mém hién thi thong bao

Setup Failed, NSD tiép tuc bam nut Close.

#. Microsoft Visual C++ 2010 %86 Redistributable Setup

[ |
=" visual C++ 2010 x86 Redistributable Setup software package.

#®% Setup has detected that this computer does not meet the requirements to install this
software. The following blocking issues must be resolved before you can install Microsoft

IPlease resolve the following:

Please, see the Microsoft Visual Studio website for more information.

& newer version of Microsoft Visual C++ 2010 Redistributable has been detected on the machine.

= AE™ Continue

Hoac b thu vién C++ da dugce cai tai may tram, NSD lya chon Repair Microsoft Visual C++ 2010 x86

Redistributable to its original state va bAm Next dé cai lai



#. Microsoft Visual C++ 2010 x86 Redistributable Maintenance — b4

Microsoft Visual C++ 2010 x86 Redistributable Maintenance
You can repair your installation or remove it from this computer, w

Flease, select one of the following options:
(®) Reepair Microsoft Visual C++ 2010 %86 Redistributable to its original state.

() Remove Microsoft Visual C++ 2010 %86 Redistributable from this computer,

[]ves, send information about my setup experiences to Microsoft Carparation.

For more information, read the Data Collection Policy.

- Bud6c 8: Phan mém thong béo cai dit thu vién C++ thanh cong, NSD bam nut Finish dé hoan thanh cai dat
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Tai liéu Huéng dan cai dat

#. Microsoft Visual C++ 2010 x86 Redistributable Setup — >

Installation Is Complete

Micmw Mia'u:ilsndft Wisual C++ 2010 %86 Redistributable has been
A 1~ installed.
Visual Studio

- Bwéc 9: Chuong trinh hién thi thong béo cai dit ing dung thanh céng, NSD bim nit Finish dé hoan thanh
cai dat



Completing the KbnnSignature
Setup Wizard

Setup has finished installing KbnnSignature on your computer,
The application may be launched by selecting the installed

shortouts.

Click Finish to exit Setup.

- Bwéce 10: NSD thuc hién khoi dong may tinh sau khi cai dat

o Luu y: Bé kiém tra phan mém di chay chua, NSD s& thiy biéu tugng logo KBNN Ml trén thanh

taskbar ctia hé diéu hanh

ENG 5:47 AM

7/26/2018 El
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C. Moi trwong cai dat DVCKBNN Ky s6 :

1.1 Cai dat file DVCKBNN.exe

- Kich d61 vao file DVCDVQHNS.exe trong bo cai dat

€Y Setup - DVC KBNN

Select Additional Tasks
Which additional tasks should be performed?

then dick Mext.

Additional shortouts:
[¥] Create a desktop shortout

Select the additional tasks you would like Setup to perform while installing DVC KBMM,

[ Mext = ] I Cancel

- Tién hanh tich vao Create a desktop shortcut

- BAm nat Next

Tai liéu Hudng dan cai dat



€) Setup - DVC KBNM —
Ready to Install

Setup is now ready to begin installing DVC KEMM an your computer,

Click Install to continue with the installation, or dick Badk if you want to review or
change any settings.

Additional tasks:
Additional shortouts:
Create a desktop shortcut

« Back Install

Cancel

=1 Iy

- B4m nut Install:

- Doi chuong trinh cai dit trong chéc 1at.
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Tai liéu Hudng dan cai dat

-

€Y Setup - DVC KENN l-=-| B | 22

Completing the DVC KBNN Setup
Wizard

Setup has finished installing DVC KBMN an your computer, The
application may be launched by selecting the installed
shortouts,

Click Finish to exit Setup,

[#] Launch DVC KBNM

Sau khi cai dat xong s€ hién thi biéu tugng & man hinh bEEN,



1.2. Ciu hinh may tram NSD st dung trinh duyét Firefox

Buwéc 1: M6 trinh duyét Firefox biéu twong & man hinh Desktop (DVC DVQHNS)

Budérc 2: Go 1énh about:config trén thanh dia chi. Bim Enter

https://dvcvstmof.govwn/ X | 4

about:config

KASPER§IYE

e | Q Search

[ 1] Connection not protected

The security of your connection is reduced. Criminals can attempt to

steal your data from the website. You are advised to leave this website.

URL:

dvc.vst.mof.gov.vn

Reason

Weak encryption algorithm View certificate

| understand the risks and wish to continue

8 9 ¥ A& O

Buwéc 3: BAm nut I’ll be careful, I promise
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Tai liéu Huéng dan cai dat

about:config » L+

€  ©rirefox | about:config

Here be dragons!

v | Show this warning next time

I'll be careful, | promise!

@ Q Search

Changing these advanced settings can be harmful to the stability, security, and performance of this application. You
should only continue if you are sure of what you are doing.

wEa 9 34 &0

Budc 4: Tai 6 tim ki€ém, go mixed.

- about:config X

- G o © Firefox  about:config | | Q Search In @O =
Search: ‘ 2 mixed| ( 1. Go tim kiém mixed x
Preference Name - Status Type Value B
security.mixed_content.block_active_content modified boolean false
security.mixed_content.block_display_content default boolean false
security.mixed_content.block_object_subrequest default boolean false
security.mixed_content.upgrade_display_content ault boolean false

2. Thiét lap gia tri active_content = false




- Buwéc 5: Thiét 1ap gia tri security.mixed_content.block_active content = false

- Buwdec 6: Khoi dong lai trinh duyét Firefox

D. Cai dat Java (néu may tinh chwa cai dat)

- Muc dich: Java (Java Runtime Environment) 1a mot moi trudng phat trién cho viéc xay dung ung dung, applet, va
cac thanh phan str dung cac ngdn ngit 14p trinh Java.
- Tai may tram, dé c6 thé sir dung hé thong DVC yéu cau thuc hién cac buée sau:

+ Buwdre 1: Cai dit phin mém Java.

+ Buwdc 2: Cu hinh tich hop stt dung chit k¥ sd cho hé thdéng dich vu cong truc tuyén KBNN.

5.1 Cai dit phin mém Java
- Tién hanh cai dat, chay tép tin jdk-7u80-windows-i586 trong file cai dat.

- BAm nat Install:
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-

Java Setup - Welcome ﬁ

ORACLE

Welcome to Java

Jawva provides safe and secure access to the world of amazing Java content.
From business solutions to helpful wlilities and entertainment. Java makes
wour internet experience come to life.

MNaote: Mo personal information is gathered as pant of our install process.
Click here for more information on what we do collect.

Click Install to acceptthe license agreement and install Jawg now.

[ Change destination falder Cancel Install »

- Doi chuong trinh cai dat trong chdc lat.

-

Java Setup - Progress = — .3,

oRrACLE

Status:  Installing Java

3 Billion Devices Run Java

ORACLE

Tai liéu Huéng dan cai dat



- Chuong trinh hién thi thong bao cai dit thanh cong. Bam nat Close dé hoan thanh cai dit

r ~
Java Setup - Complete lé'

OoORACLE

%/ You have successfully installed Java

YWhen Java updates are available, vou will be prompted to download and
install. We recommend vou always do so to ensure vour system has the
latest pedormance and security improvements.

See the instructions if vou want to change this behavwiar.

Wvhen you click close, your browser will be opened so wou canyerify that
Java is working.

5.2 CAu hinh tich hop sir dung chix ky s6 cho hé thong dich vu cong truc tuyén KBNN

- Muc dich: Cho phép ngudi ding ky chit ky sé khi giao dich véi KBNN trén hé thong dich vu cong truc tuyén
KBNN.

- Piéu kién: Di cai dat phan mém Java.
- Cac budc thyc hién nhu sau:
+ Buwéce 1: Chon Configure Java.

= Cach 1: Nguoi dung truy cap vao thanh menu ciia hé diéu hanh va tim kiém Configure Java
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Tai liéu Hudng dan cai dat

M ] Filters ~

Best match /

& Configure Java

~— Desktop app
Apps
B Java Mission Control
About Java
Websites
Visit Java.com
Search suggestions
A2 ja - see web results >
Photos (2+)

Documents (2+)

o Ngudi sir dung bdm chon Configure Java.

= Cach 2: Vao Control Pannel/ Java



Adjust your computer’s settings

IPAction Center
Credential Manager

B Display

[ Pha
& Region and Language
i System

a Windows CardSpace

{1 Administrative Tools

5 Date and Time

@J Ease of Access Center

& HomeGroup

& initiator 1.31.21

5 Metwork and Sharing Center

@ Power Options

™ Remotefpp and Desktop Connections
;j. Taskbar and Start Menu

il Windows Defender

@Autoplay

@ Default Programs
Flash Player

¢ Indexing Options

&2 Keyboard

= Notification Area Icons
Programs and Features
% Sound

[# Troubleshooting
ﬂWindows Firewall

@ Backup and Restore
=4 Device Manager
Folder Options
B Intel(R) Graphics and Media

Location and Other Sensors

M Performance Information and Tools
& Realtek HD Audio Manager

@ Speech Recognition

82, User Accounts

Ej Windows Update

p
|£| Java Control Panel

;GEI"IEI'3|§| Updates I Java I Security I Advanced

About

View version information about Java Control Panel.

Metwork Settings

Temporary Internet Files

Java in the browser is enabled.
See the Security tab

Metwork settings are used when making Internet connections, By default, Java wil use the network
settings in your web browser. Only advanced users should modify these settings.

Metwork Settings...

Files you use in Java applications are stored in a special folder for quick execution later. Only
advanced users should delete files or modify these settings.

Settings... ] [ View...

T8 Cancel

Apply
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t‘!j Color Managemer
@ Devices and Printe

i Fonts

nternet Options
B Mail

“,:l Personalization
f:' Recovery

@ Sync Center

‘;‘;. Windows Anytime



Tai liéu Huéng dan cai dat

+ Buwde 2: BAm lya chon tab Security.

| %] Java Control Panel

| General | Update I Java | Security | Advanced

Enable Java content in the Migwser

Security Level

() Wery High (Most secure setting)
Only Java applications identified by a non-expired certificate from a trusted autharity will be
allowed to run,

(@ High (Minimum recommended)
Java applications identified by a certificate from a trusted authority will be allowed to run.

() Medium (Least secure setting)
All Java applications will be allowed to run after presenting a security prompt.

Exception Site List
Applications launched from the sites listed below will be allowed to run after the appropriate security

prompis,

https://dvc.vst.mof.gov.vi/frontend il — :
ot Edit Site List... ]
[ Restore Security Prompts ] [ Manage Certificates. .. ]

l OK ] [ Cancel ] Apply

+ Buwée 3: Thyc hién nhap duong dan ctia hé théng dich vu cong truc tuyén KBNN dé c6 thé kiém tra xéac thuc
thong tin:

» Bim nut Edit Site List



= Béim nat Add
= Bém vao 6 nhap di liéu va nhap https://dvc.vst.mof.gov.vn/frontend

* Bim nat OK

|£| Java Control Panel = L=

|| General | Update | Java‘ Security | Aduanoed‘

[ e »
| £| Exception Site List M
Applications launched from the sites listed below will be allowed to run after the appropriate security
prompts.

https://dve.vst.mof.gov.vi/frontend | | feow rons vuses oy wise

N

3

@ trusted authority will be allowed to run.

2
resenting a security prompt.
& [
1

Jllbe allowed to run after the approgriate security

Vg FILE and HTTP protocols are considered a security risk.
We recommend using HTTPS sites where available.

4
| e

Restore Security Prompts ] [ Manage Certificates... ]

+ Buwéc 4: BAm nit OK dé hoan thanh thao tac ciu hinh

+ Budc 5: Chon Manage Certificates 2 Secure Site
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|General Update | Java || Security | Rdvanced

Enable Java content in the browser

Security level for applications not on the Exce International |

Secure Site CA
Client Authentication

() Very High

Only Java applications identified by
and only if the certificate can be verified])|

(@ High
Java applications identified by a certificaf))|

the revocation status of the certificate cg|

Exception Site List
Applications launched from the sites listed B

Import ][ Export ][ Remove ][ Details

prompts,
(Click Edit Site List. ..
[to add items to this list.

2

Restore Security Prompts ]

Manage Certificates. ..

OK.

) e ] (o |

Tai liéu Huéng dan cai dat

- Buwéc S: + Chon Ceritificate type : Secure Site import file DVC FE trong thu muc An canh bao Bao mat

b cai dat



=

Certificates %] Open ' ‘ . I - L%
Certificate type: Sl Lookin: | |, DvC_Cert -] @ -

DV
e |Ia
at
I Issued To Recent Items 4

|

Desktop

My Docl:lmenis

kk!'

Computer

. “ File name:
e Ste .. EE3 |

o add items to this list, Network Files of type: 3

- Budc 6 : Chon Manage Certificates = Siger Ca
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e
&) Java Contri

Control Panel — b4
General Update Java Security  Advanced

Enable Java conten wser

Certificates X

Certificate type: | Signer CA

s

4 L
ITrusted Certificat|
User  System Secure Site

Issued To  |Secure Site CA
Client Authentication

Import Export Remove Details

Restore Security Prompts Manage Certificates. .. |

| oK | Cancel Apply

bo cai dat

Tai liéu Huéng dan cai dat

Buwéce 7 : + Chon Ceritificate type : Siger Ca import file DVC trong thu muc An canh bao Bao mat



Certificates |2/ Open " ) TN

___ 3 o | & o,
Cerﬁﬁme 1 Lookin: | |, DVC_Cert M e
User gy =

""r}' L] DVC_BE
-
Issued To Recent Items LIDVCFE
:
||
Desktop

My Documents

2 tmport | [LE!'

Computer

Prompis. M @ File name: !D:\Work‘KBNN‘.DVC_Cert 5 I I Open I I
Click Edit Site List... = =

[to add items to this list. R

Restore Security Prompts | | Manage Certificates... |

= (o |

- Nhu vay 1a d4 hoan tat viéc cAu hinh Java.
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C. QUY TRINH GO PHAN MEM CAI PAT
1. Muc dich

- Deé thyc hién cai dit phan mém, nguoi st dung ti€n hanh g& bé cac phan mém da

co trén may tram trudce khi cai dat trong cac truong hop sau:

+ Trudng hop may tram da ton tai bo cai nhung chua phai bo cai mdi nhat hodc

can g& bo dé thuc hién cai dat lai.

+ Trudng hop NSD mudn g& bo hoan toan, khong sir dung cic phan mém ky sb

KBNN, phan mém chung thu s6 BCYCP.
2. Quy trinh g& bd cai ky s6 KBNN

- Thyc hién go bd cai ky ) trong truong hgp NSD can thuc hién cai dat lai phﬁn
mém kY s6 hodc khong ¢6 nhu ciu sir dung phan mém.

- Dé gd toan bo tng dung NSD can dong tmg dung dang chay va thuc hién cac budc
sau:

- Bwéc 1: NSD thyc hién dong tng dung dang chay bing cach: Bam chon biéu
tuong chuong trinh trén thanh rng dung ctia window

5:47 AM

ea@Be@ilkEsr,E@ CEMam g0 me - B
7/26/2018 Y1

- Budrc 2: Bam biéu twong Péng cua chuong trinh
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Mame

Images
cryptopp.dll

ﬁEl gcall-client-v2-x64-8.3.msi

2 GuideLine.htm
install.bat

D install.log
log.bt

@ Logo.ico

EE-I MSIEXEC, EXE

€) SignatureAppXp.exe

D uninsD00.dat
ﬁ?}‘ unins000.exe
&l veredist_201

websockets.d

B.exe

2. Bdm biéu
twong dong
trng dung

Ung dung tich hop kjf 56
Hé thdng Dich wu céng trurc tuyén - Kho bac Nha nurde

Date modified

12.*'6,.-’201&0:31 PM
11/15/2018 3:30 PM
9/21/2018 5:16 PM
9/4/2018 1:10 PM
12/6/2018 6:13 PM
12/6/2018 10:38 PM
12/6/2018 6:18 PM
7/6/2018 %&:56 AM
11/9/2016 10:55 PM
11/15/2018 3:30 PM
12/6/2018 10:31 PM
12/6/2018 10:31 PM
9/3/2018 12:38 AM

11/15/2018 3:30 PM

Type
File folder

Application extens...

W

Windows Installer ...
HTML Document
Windows Batch File
Text Document
Text Document
ICO File
Application
Application

DAT File
Application

Application

Application extens..

: &

5

1. Bam biéu twgng
trng dung ky sé trén

9:34 AM
7/17/2018

B % 2

| B 1T iy

- Bude 3: NSD chay tép tin unistall.exe trong thu myc da cai dé g& bo tng dung

Size

1,721 KB
40,724 KB
4KB

1KB

618 KB
1KB

65 KB

72 KB
136 KB
2KEB

714 KB
4,955 KB
159 KB
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Tai li¢u Huong dan cai dat

3. Quy trinh g& bd cai chirng thu s6 ciia Ban co yéu Chinh phi

Trude khi cai dat NSD thuc hién kiém tra phan mém chtng thu s ciia BCYCP cip
12 méi nhat hay chua (phan mém méi nhat VGCA Client 8.3):

+ Bam chon biéu tuong ching thu s6 cia BCYCP trinh trén thanh tng dung cua
Windows

+ Bam chon biéu tugng chir i dé xem thong tin chimg thu sé cia BCYCP

i

CHUONG TRINH QUAN LY GCA-01 (5]

—— 2 |

b4 areet
@ |)7/GCA CHUONG TRINH QUAN LY GCA-01

{ Heading 5...

2. B4m biéu frong
Xem théng tin

4 W] :
% 3 the tir phié

Phuong| ' o Chihyg
l :
VGCA Cliert 8.3(8.3.73.0)
Copyright 2014 hitp://ca.gov.wn [
Moi quyin dudc bao luu. at-v2-x32-8
Théng tin ban quyén
Day la ban sao khéng c6 ban quyén chi dé danh gia.

at-v2-x64-8.

Mhdpbanguygnmsi | BRSSO F

= |

Maat kit ndi SafeNet eToken Virtual

1. Tai thanh Taskbar, bdm
biéu twrong Safelet

+ Trudong hop bo cai ky sé ciia BCYCP chua phai 12 bd cai méi nhat, NSD thuc
hién g& bo bd cai trén may tram truéc khi cai dat: Chon Control
Panel\Programs\Programs and Features. Tim biéu twong ching thu s cua

BCYCP, bidm chuét phai chon Uninstall.



MName Publisher Installed On  Size Version

5o Microsoft Visio Premium 2010 Microsoft Corporation 471772018 14.0.7015.1000
[85 Microsoft Visual C++ 2010 %64 Redistributable - 10.0.... Microsoft Corporation Tr4r2mT 138ME  10.0.40219

[85 Microsoft Visual C++ 2010 %36 Redistributable - 10.0.... Microsoft Corporation 7452017 11 ME  10.0.40219
ﬁlMicmso&\fisual Studio 2010 Tools for Office Runtime... Microsoft Corporation 401772018 10.0.50903

@ Mozilla Firefox 62.0 (x64 en-US) Mozilla 9/16/2018 148ME 620
{L)Mozilla Maintenance Service Maozilla 3/6/2018 278 KB  61.0.1

S Realtek High Definition Audic Driver Realtek Sermiconductor Corp, 4/17/2018 6.0.1.7581
E"]Team\fi ewer 13 TeamViewer 10/10/2008 13.2.26558

[®5] UltraViewer version 6.1.0.6 DucFzabulous 8162018 665 MB  B.1.0.6

[85] UniKey 4.0 RC2 (build 1101) Pham Kim Leng 6/17/2017 1.70 MB

[ Update for Windows 10 for x64-based Systems (KB40...  Microsoft Corporation 12/8/2018 101 MB 25200

';':-3‘;' VGCA Clig—= SafeMet, Inc. 12/8/2018 66.9ME 8.3.73.0

25 Windows| Uninstall Microsoft Corporation 4/1772018 S00MB  1.4.9200.22402
25| Windows Setup Remediations (x64) (KB40Z23057) 10/10,/2018

B WinRAR 5.00 beta 6 (54-bit) win.rar GmbH 471772018 5.00.6

I8 Wondershare Filmora(Build 8.5.1) Wandershare Software 12/29/2017 647 MB
[85]Wondershare Helper Compact 2.6.0 Wondershare 1272972017 6.61MBE 260
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